ATE D HetoiTel TS 10.17008/skklr.2021.33.4.011
M33A HM4Z(2021. 12.)
Sungkyunkwan Law Review Vol.33 No.4 (December 2021) pp. 387-417
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4) Eccles, Robert G., Jr., and Jonathan Reichental. "The Metaverse as a Business Platform."
Harvard Interactive Media Review 1, no. 1 (spring 2007).

5) w@%, ‘FHPE AuzA Gl B AT AR L FHoR, Ty
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7) $-2 A o] ALA. https://opendict.korean.go.kr/dictionary/view?sense_no=725484&viewType
=confirm (2021 109 49 HFWH).

®) Tt Zehigel Ade ek F9 ANE BAG £ Qe FHow, Akl Fu)
M s JYE Aol dor g Zhyel del GYnEuse ARy Agow
frastAd dei = =] 9t} Watson, A. (1996). Trade Secrets and Roman Law: The
Myth Exploded. Tul. Eur. & Civ. LF, 11, 19.

9) Bone, R. G. (1998). A new look at trade secret law: doctrine in search of justification.
Calif. L. Rev., 86, 241. 252. (“Trade secret law as we know it today began to develop
with the rise of industrial capitalism in the early nineteenth century.”).
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. zazel vuRdy 27 AE

(1) "=

7h ddv2e Jid

n=gd dnE e dEHA Rdsgken, FUIPRIEESH
(Uniform Trade Secret Act, ©|3} “UTSA”g} 3the o= “F2], ¢
F, e, a9, =ob 3, Ve Be 34S Eiele AEEA
() 2 RA] B ARl o8 AR 7HAE de 7 e AlAl Ak
o= odHx] A Fi AT g s GA dobE 5 gl
e, @A el Aol =mHE AAA VHHE & F Ae A
I (i) oW Aol A 1 BE S FAs]ol d@elA =Y el A
o7 AoJgrt22) UTSAE w&F¢ w2dlEgtolusE ALe v+
H(DTSA

gt Tl AYEHITE2) ShH A dnE o]
Defend Trade Secrets Act of 2016)2 “AHH
MEEA GA57] A% FA 24

S
9§ EE ALgoRNY AR £ Y B

g A Ao gtelA
94 23 AAP FHE B ol FAT F Qe AR Fow
golgeken mebd MFEg FYulEe dPehie Ane O AAH

22) UTSA Sec 1. (4). (“"Trade secret" means information, including a formula, pattern,
compilation, program, device, method, technique, or process, that: (i) derives independent
economic value, actual or potential, from not being generally known to, and not being
readily ascertainable by proper means by, other persons who can obtain economic value
from its disclosure or use, and (i) is the subject of efforts that are reasonable under the
circumstances to maintain its secrecy.”).

23) UTSAY =& #dAE v= FFHA$ L] (Uniform Law Commission)] ] e]7]
(https://www.uniformlaws.org/committees/community-home?CommunityKey=3a2538fh-e030-4e
2d-29e2-90373dc05792 20219 12¢¥ 156 HATWE) #x F&FE J49vdo] #s
Lo FHE st A ok dH waETo|UTE FEIUNEEEH S Y
AL ol ARt LU LRSI S| FAEE A S W85 ZH=th Sharon K. Sa
ndeen and Christopher B. Seaman, Toward a Federal Jurisprudence of Trade Secret Law 32
Berkeley Tech. L.J. 829 833 footnote 5. (2017) (“North Carolina has a statute that is very
similar to the UTSA.").

24) 18 US.C. §1839(3). (“the term “trade secret” means all forms and types of financial,
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= AAAJ] BAA 7HAE 7k dH(BAA 784, () i AR
of thal Hejol = EFlEel hall LA UA ook star(v] &A1),
(i) 2= FA87] A3 d4 =92 7ol didolofoF (]
2] A).25

==

) wE#ey 279 7

UTSAE gqinlael #2289 434 fezos wed '
ST 0 D GYNARAUE Mg 2 a9 deld 28
AP AS LTI T oHe Wy W F8 wde FEAE e
oot ‘g AF ek TAH AHE A Brhe HelM Hols
uldh WAz geld wdel JEe APuD FAE A AAA
go] oz poEt 1w FEE JYuLS Sohl] AR A
el RASAG HEARONT AYE FLE A L2 T
of FET AL ARk B oy A =P TP BE

business, scientific, technical, economic, or engineering information, including patterns,
plans, compilations, program devices, formulas, designs, prototypes, methods, techniques,
processes, procedures, programs, or codes, whether tangible or intangible, and whether or
how stored, compiled, or memorialized physically, electronically, graphically,
photographically, or in writing if— (A)the owner thereof has taken reasonable measures to
keep such information secret; and (B)the information derives independent economic value,
actual or potential, from not being generally known to, and not being readily ascertainable
through proper means by, another person who can obtain economic value from the
disclosure or use of the information.”).

25) olitE, %o =, MU Idu el sdetr] e ARIE (1) AAHIEA A
oAt HAA AAA FFAE THA AL Slofok shaL, (i) T FHEFE HO bl
& ERIEOA dwba o w el oA otok &b, (i) HIEE FA8t7] $1st %
=8-S 71EoloF gt iidelofof k).

26) UTSA Sec 1. (4)Gi). (“..is the subject of efforts that are reasonable under the
circumstances to maintain its secrecy.”).

27) 8 US.C. § 1839(3)(A). (“the owner thereof has taken reasonable measures to keep such
information secret.”).

28) Electro-Craft, Inc. v. Controlled Motion, Inc., 332 N.W.2d 890, 901 (Minn. 1983); Clark v.
Bunker, 453 F.2d 1006, 1009 (9th Cir. 1972); Henry Hope X- Ray Products, Inc. v.
Marron Carrel, Inc., 674 F.2d 1336, 1340 (9th Cir. 1982); Anaconda Company v. Metric
Tool & Die Company, 485 F. Supp. 410, 421 (E.D. Pa. 1980)& o]it%, <o =% 209

)

KR
=
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29) Surgidev Corporation v. Eye Technology, Inc., 828 F.2d 452, 455 (8th Cir. 1987) ("Only
reasonable efforts, not all conceivable efforts, are required to protect the confidentiality of
putative trade secrets.").

30) Aries Information Systems, Inc. v. Pacific Management System, Inc., 366 N.W.2d 366, 368
(Minn. App. 1985) ("The possessor of a trade secret is not required to guard against
unanticipated, undetectable or unpreventable methods of discovery.").

31) David W. Slaby, Trade Secret Protection:An Analysis of the Concept “Efforts Reasonable
under the Circumstances to Maintain Secrecy”, 5 Santa Clara Computer & High. Tech. L.J.
321, 326. (1989). (“There are four legal guidelines which a trade secret owner must
consider: (1) the efforts to maintain secrecy need not prevent improper means of
discovery; (2) the efforts must be actual; (3) the trade secret must be treated as secret;
and (4) the efforts must be directed at the trade secrets.”).

32) Ibid 331. (“There are essentially three situational factors to consider in choosing the
applicable efforts to maintain secrecy: (1) the nature of the trade secret; (2) the nature
of the industry (including the prevalence of industrial espionage); and (3) the nature of
the company.”).

33) olFE, RO E, WACTARORZE GYUY wEAE A 4F HAN 45T 5
i TR T wd S FAstolop Brh)
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34) DIRECTIVE (EU) 2016/943 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of
8 June 2016 on the protection of undisclosed know-how and business information (trade
secrets) against their unlawful acquisition, use and disclosure.

DIRECTIVE (EU) 2016/943 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of
8 June 2016 on the protection of undisclosed know-how and business information (trade

35

Nl

secrets) against their unlawful acquisition, use and disclosure Art 2(1). (“‘trade
secret'means information which meets all of the following requirements: (a) it is secret in
the sense that it is not, as a body or in the precise configuration and assembly of its
components, generally known among or readily accessible to persons within the circles
that normally deal with the kind of information in question; (b) it has commercial value
because it is secret; (c) it has been subject to reasonable steps under the circumstances,
by the person lawfully in control of the information, to keep it secret.”).

36) A, “FHAA dHHE B3 FdE AT HA s, AGAHE 535, 2017,
428W ("Rt FHAT Wz A=A duE e BEAETL dolste] wUE FF

o2 BIHA Fha, HAT W 7IgE0] ARG JPHBRIFE] W F7t
A derge] ezt Y BRlew e Al AR BEE WA Xebe 497t
Bobd FHAT Fd= Weld 2L WA Baol fE B3 tFo] AL a4
sobe A, 53] wiebA A (exclusive rights)& oIk &+ FYnIEe 54 4 1 B
TEe] 59, A%d 5 uE ARANA ve] Aoz s kel gls Ervb oo}
yzh e A4z B oA EEE o ol dUNLEA EAe] oHal g
gpo] 5 A3AF GPrIE S S E5AT Fol® ol tE nIfHo] Az
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W) #F¥ Fa39 4ty

freel F8mES EUARS S48 wrgete] A= JAHIEEIHY
o MY =2 dPnd 1+ (The Trade Secrets Regulations)
A2zo FHIGP LR A v 2 Fguide] Mde A4 st
WA "E ARl A" 31s WASITESD T aE HE]
HoWHS zha A= &thsd) ovt 20189 e 7IdS &3 dAHl
ol gxiof] FPnEel tigk A RatHS AAT AS A5
t}39) =A% LS Aot e 715 A AT vd &
AzxAE Hallok & AS A0 F 55U dPnE s HE9
THHA Godrhe d, THH0E EFEE dYuE BRI E st 8 A 4
42 ZRAIE onHol i AT AR FAZE BERAATE Hol 4452 4n)

37

N

The Trade Secrets (Enforcement, etc.) Regulations 2018 2 (“trade secret’ means
information which— (a) is secret in the sense that it is not, as a body or in the precise
configuration and assembly of its components, generally known among, or readily
accessible to, persons within the circles that normally deal with the kind of information in
question, (b) has commercial value because it is secret, and (c) has been subject to
reasonable steps under the circumstances, by the person lawfully in control of the
information, to keep it secret.”). https://www.legislation.gov.uk/uksi/2018/597/made (20211
109 59 HEHE).

AN AT, S8 A4 A ERECEFER R CREEEE)
s WE) 2016, 83W. (“THxE BARALA B dendEsd A HE
EAskA dom, AnbAQl WEe oA FAHE L 1S Heolrh).

LOL n° 2018-670 du 30 juillet 2018 relative & la protection du secret des affaires (1) (“Art. L.
151-1.-Est protégée au titre du secret des affaires toute information répondant aux critéres

38

22
H
jus)
=

A

3
HE

rir

oot

Lo,

ol oxl

39

=

suivants: 1° Elle n'est pas, en elle-méme ou dans la configuration et l'assemblage exacts de ses
éléments, geénéralement connue ou aisément accessible pour les personnes familieres de ce type
d'informations en raison de leur secteur d'activité; 2° Elle revét une valeur commerciale, effective
ou potentielle, du fait de son caractére secret; 3° Elle fait l'objet de la part de son détenteur
légitime de mesures de protection raisonnables, compte tenu des circonstances, pour en conserver
le caractére secret.”). https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000037262111/ (20214
10¢ 5¢ HFWE).

40) Act on the Protection of Trade Secrets (GeschGehG) §2. (“Geschaftsgeheimnis eine Information a)

=

die weder insgesamt noch in der genauen Anordnung und Zusammensetzung ihrer Bestandteile
den Personen in den Kreisen, die iblicherweise mit dieser Art von Informationen umgehen,
allgemein bekannt oder ohne Weiteres zuganglich ist und daher von wirtschaftlichem Wert ist und
b) die Gegenstand von den Umstanden nach angemessenen Geheimhaltungsma.nahmen durch ihren
rechtma.igen Inhaber ist und ¢) bei der ein berechtigtes Interesse an der Geheimhaltung
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63) /d at 4. (“The Metaverse is the convergence of 1) virtually enhanced physical reality and
2) physically persistent virtual space. It is a fusion of both, while allowing users to experi
ence it as either.”).

64) /d at b.

65) /d at 6. (“A key component of the VW scenario is one’s avatar (or in multiplayer games,
character), the user’s personification in the VW.”).

66) /d at 6. (“But in comparison to one’s physical persona, growth in the social, economic,
and functional capabilities of one’s avatar can be far more rapid, and learning experiences
can be greatly accelerated.”).

67) &9, e s W A 3 2 AT, gAY = A9
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At} Crowne, Emir Aly, and Maxim Kaploun. "From Blackacre & Whiteacre to Greyacre:
Three Models for Ascribing Virtual Property Rights in Cyberspace." U. Balt. Intell. Prop.
L] 19 5 (2010). (“Game developers such as Electronic Arts (EA), Blizzard, and NC Soft
have held that all in-game creations belong exclusively to the creating company and do
not allow users to create original content; nor do they allow the selling or reselling of
any virtual property.”).

69) ASF supra note 62 at 9 (“Mirror worlds are informationally-enhanced virtual models or



BIEFHA LHOIA A

02
1%
=5
nue
10
13
JA
Mo
>
S
S
ﬂ

[
rr
gt

AAA ARE HHsto] vE 2ol Aus] Fdst= Ae
el oAM= AN deHd e
71 2 EH

cAI7F AT, gk 3

it

e ok
i)
R/
ox &
° &
X
=
g
r
i)

SN« =
1o g
=)

3
o= ]
By il
i)
32

o2 H
ol
o

off
-

2=
(O [ o=

o ALY e 2] vE Ay A

SR A 24 71 flo) vEYAstE HHRY onAE HEY
aAe]l AAlsE AAHE dAE SHAA AACIh D SALS B
A e =8 dAE SESL, AREY FLs 999 F 5 3l
otk B4 Aget AlEARE FESIAL wER 2 A @A g9 &
A= TAES AFstes ‘zuo]d Fo AMu2vt dixAelrt. FAAA
S Ao HE7Fee R g TN, HEY WHS 1HAs)
stet, olell ME A EAE T dAAACNA ndE #elstd HE
5 FAAAANA FEEte] R ALY, RigR SAEAdA vdE gee
ARE QAAAR 7P = BAANA BT F S Aot oE =

, el EEAow EASHA AR FAAAE T3 oAt
AT 4 e AEE FdE dFAEE 3 A48ty AEE A%
the F exekl AolAe F84 dFARE HEEA Huske A

€]
1- O -
= e w7t 223 Selth

“reflections” of the physical world.”).
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71) /d at 12. (“Metaverse technologies enhance the external physical world for the individual,
through the use of location-aware systems and interfaces that process and layer
networked information on top of our everyday perception of the world.”).
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72) Id at 14. (“Lifelogging is the capture, storage and distribution of everyday experiences
and information for objects and people. This practice can serve as a way of providing
useful historical or current status information, sharing unusual moments with others, for
art and selfexpression, and increasingly, as a kind of "backup memory.”).

73) Jones, N., Borgman, R., & Ulusoy, E. (2015). Impact of social media on small businesses.
Journal of Small Business and Enterprise Development.

74) GAuER LY 218 FFA A 2 EEO|Th Evans, M. Trade Secret Status for
Business Customer Lists Under the Defend Trade Secrets Act. Tul. J. Tech. & Intell.
Prop., 21, 21. 33. (2019) (“In conclusion, business customer lists can be protected as
trade secrets, but not all customer lists qualify for this status.”).

75) Cellular Accessories for Less, Inc. v. Trinitas LLC, 2014 WL 4627090 (N.D. Cal. Sept. 16,
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2014).
76) Eagle v. Morgan, 2013 WL 943350 (ED Pa. Mar. 12, 2013).
77) H Media Group Inc. v. Bitter, 2018 WL 3768425 (W.D. Va. Sept. 27, 2018).
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78) Crowne, Emir Aly, and Maxim Kaploun. supra note 68 at 5 (“An additional objection to
recognizing property rights in the virtual world might arise in the manner in which the
developer can change or manipulate a user's virtual property.”).

79) Bragg v. Linden Research, Inc., 487 F. Supp. 2d 593 (E.D. Pa. 2007).
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80) Roblox Terms of Use 6.B.(3). (“Ownership of UGC and License Grant to Roblox. For any
UGC that you have ever Provided or that you will Provide (whether created solely by you
or together with others) (a) between you and us or you and users, you retain all
copyrights that you may hold in the UGC, and (b) in consideration of using the Service
and the potential to earn Robux as discussed in the Robux section, you grant us a
perpetual, irrevocable, worldwide, non-exclusive, rovyalty-free right and license ..").
https://en.help.roblox.com/hc/en-us/articles/115004647846-Roblox-Terms-of-Use ~ (2021d
10¢€ 49 HF0E).
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https://support.zepeto.me/hc/ko/articles/360047786633-%EC%ID%B4%EC%IA%AI%ECHI5%B
D%EA%B4%80 (20219 10¥ 4¥ HFWw).
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— Abstract

Legal Issues of Trade Secrets in Metaverse

Lee, Hong Kee’

Recent metaverse technology will be able to engage in productive
activities similar or equal to reality. If the metaverse is used as a business
workspace, the protection of trade secrets within the metaverse arises. This
article examines how to apply the trade secret requirements to the metaverse,
which has a different nature than the real world. Unless the metaverse
substitutes the real-world business space, it is understood that existing trade
secret principles are still sufficient to apply. However, as long as the
metaverse technology keeps developing, new trade secret issues will arise
continuously. This article suggests providing the guidelines for protecting

trade secrets in metaverse for practical issues in the near future.

@ Lee, Hong Kee

metaverse, virtual reality, trade secret,

management of secrecy, trade secret act
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